Configuring Microsoft ADFS
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Supported versions: ADFS v3.0, v4.0, v5.0
The following steps lets you prepare Microsoft ADFS for creating a federated pair in Access:
e Step 1: Prepare ADFS metadata

o Step 2: Configuring Access with ADFS metadata
o Step 3: Configure ADFS using PowerShell script generated by Mobilelron Access.

Step 1: Prepare ADFS metadata

ADFS by default exposes an URL at https://<FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml! where federation metadata can be accessed.

e You must replace the <FQDN> in the URL with the ADFS hostname. For example:
adfs.mi.com
e You can download the metadata file or simply use this URL when configuring Access



» ADFS as SAMLZ IdP

v<EntityDescriptor xmlns="urn:ocasis:names:tc:SAML:2.0:metadata” ID="_ 8bbb&fb3-7951-40al-9d0d=-0d2b2%cc5aeld”

entityID="http:// fadfs/services/trust">

»<ds:Signature xmlns:de="http:/ www.w3.org/2000/09/xmldeig#">...</da:Signature>

» <RoleDeseriptor sxmlns:xeis"http://www.wl.org/2001/XMLSchema-instance” xmlne:fed="http://docs.ocasis-open.org/wefed/federation/200706"
xsirtype="fed:ApplicationServiceType" protocolSupportEnumeration="http://docs.casis-open.org/ws-sx/ws-trust/200512
http://schemas.xmlscap.org/ws/2005/02/trust http://docs.ocasis-open.org/wafed/federation/200706°
</RoleDeseriptor>

» <RoleDegoriptor xmlne:xeis"http://www.w3.org/2001/XMLSchema-inetance” xmlne:fed="http://docs.casis-open.org/wefed/federation/200706"
xsi:type="fed:SecurityTokenServiceType" protocolSupportEnumeration="http://docs.casis-open.org/ws-sx/ws-trust/ /200512
http://schemas.xmlscap.org/ws/2005/02/trust http://docs.ocasis-open.org/wafed/federation/2007067
</RoleDescriptor>

» <SPSSCDescriptor WanthesertlonsSigned="true" protocolSupportEnumeration

» <IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:
<ContactPerson contactType="support”/>

</EntityDescriptor>

ServiceDisplayName="adfs for by

ServiceDisplayName="adfs for b

"urnioasiginames:toiSAML:2.0iprotocol >, . .</SPSS0Descr iptor>
Oiprotocoloo. . </ HDBSSODEREEipEaE

« ADFS as SAML2 5P

veEntityDeseriptor smlnse"urnioasis:names:te:SAML:2. Drmetadata” I
entityID="http:// adfs/services/trust">
» <ds:Signature xmlns:ds="http://www.wl.org/2000/09/xmldsig#">...</ds:Signature>
» <RoleDescriptor xmlne:xsi="http://www.w3.org/2001/XMLSchema-instance” xmlns:fed="http://doce.casie-open.org/wafed/federation/200706"
xgirtype="fed:ApplicationServiceType” protocolSupportEnumerations"http://doce.oasie-open.org/we-ex/we-trust /200512
http://schemas.xmlsoap.org/ws/2005/02/trust http://docs.oasis=-open.org/wsfed/federation/200706"
</RoleDescriptor>
» <RoleDescriptor xmlne:xei="http://www.w3.org/2001/XMLSchema-instance” xmlns:fed="http://doce.casie-open.org/wafed/federation/200706"
xeirtypes="fed:SecurityTokenferviceType" protocolSupportEnumeration="http://docs.oasis-open.org/ws-sx/we-trust,/200512
http://schemas.xmlsoap.org/ws/2005/02/trust http://docs.casis-open.org/wsfed/federation/200706" ServiceDisplayName="adfs for

bbbEfb9-T951-40a1-0d0d-DdIb29ee5anl"

ServiceDisplayNome="adfs for .

..
</RoleDescriptor>

»< WanthesertionsSigned="true" protocolSupportEnumeration="urn:oasis:names:to:SAML:2.0:p: 1" .. .ef iptor>

» <IDPSSODescriptor protocolSupportEnumerations="urn:oasis:names:tc:SAML:2.0:protocol®s. . .</IDPSS0Descriptor>

“ContactPerson contactType="support” />
</EntityDescriptor>

» ADFS as WS-Federation IdP

v<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata” ID="_8bbbE£fb9-7951-40al-9d0d-0d2b29cc5anl"”
entityID="http:// fadfs/services/trust”>
k<dp:Signature xmlns:ds="http://www.w3.org/2000/09/xmldaig#">. . .</ds:5ignature>
»<RoleDescriptor xmlng:xei="http:/ www.w3.org/2001/XMLEchema-ingtance” xmlna:fed="http://doce.ocasie-open.org/walfed/federation/200706"
xgirtypes"fediipplicationServiceType” protocolSupportEnumerations="http://docs.casis-open.org/we-sx/we-trust/200512

http://schemas.xmlscap.org/ws/2005/02 /trust http://docs.oasis-open.org/wsfed/federation/200706" ServiceDisplayName="adfs for g
</RoleDescriptor>

» <RoleDeacriptor X
xelrtypas="

3.0rg/2001/4MLEchema-inatance” xmlna:fed="http://doce.casis-open.org/wafed/federation/200706"
protocolSupportEnumeration="http://doce.cagis-open.org/we-ex/we-trust/200512
http://schemas.xmlsoap.org/ws/2005/02/trust http://docs.casis-open.org/wsfed/federation/200706" ServiceDisplayName="adfs for
</RoleDescriptor>
» <5PSS0Descriptor WantAssertionsSigned="true® protocolSupportEnumeration="urn:oasia:names:tc:SAML:2.0:protocel">...</SPES0Descriptor>
» <IDPSS0Descriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:Z.0:protocol”™>...</IDPSS0Descriptor>
<ContactPerson contactType="suppert®/>
</EntityDescriptors

» ADFS as WS-Federation 5P

v<EntityDescriptor xmlnes="urn:oasis:names:tc:SAML:2.0:metadata” ID="_8bbb&fb9-7951-40al-9d0d-0d2b2cc5ael”
entityID="http:// Vadfs/services/trust">
»<ds:Signature xmlns:ds="http://www.wl.org/2000/09/xmldsig#">. . .</ds:Signature>
» <flioleDescriptor xmlns http://www.wl.org/2001/XMLSchema-instance” xmlns:fed="http://docs.casis-open.org/wsfed/federation/200706"
xBiitype= protocolSupportEnumeration="http://docs.ocasis-open.org/wa-sx/wa-trust/200512

http://echemas.xmlacap.org/we/2005/02/truet http://doce.ocasis-open.org/wefed/federation/200706" ServiceDisplayMames"adfs for
</RoleDescriptors

...

» <RoleDescriptor xmlns:xsi="http:/ www.wl.org/2001/XMLEchema-instance” xmlns:fed="http://docs.casis-open.org/wsfed/federation/200706"
xeistype="fed:SecurityTokenServiceType" protocolSupportEnumeration="http://docs.ocasis-open.org/we-ax/we-trust/200512

http://echemas.xmlscap.org/we/2005/02/truet http://doecs.oasie-open.org/wafed/federation/200706" ServiceDisplayMame="adfs for |

F>...
</RoleDbescriptor>

» <SPSS0Descriptor WantAssertionsSigned="true" protocolSupportEnumeration="urn:oasis:names:tc:5AML:2.0:protocol”™>...</SPS50Descriptor>
» <IDPEE0Descriptor protocolSupportEnumeration="urn:oasis:names:te:SAML:2.0:protocol">...</IDPSS0Descriptors

<ContactPerson contactType="suppert"”/>
</EntityDescriptor>

Depending on the use-cases of the federation setup, Access uses one or more sections of the
metadata. For example:

e When configuring Salesforce (a SAML2 SP) with ADFS, Access will use ADFS as
SAML2 IdP.

e When configuring Office365 with ADFS using WS-Federation protocol, Access will
use ADFS as WS-Federation 1dP.

e When configuring ADFS in Delegated IdP mode, Access will use ADFS as WS-

Federation SP and ADFS as WS-Federation IdP (to support unmanaged device
login).

Because ADFS combines description of all these roles into a single URL or file, you must
provide the same URL or file to Access in all use-cases.

ADFS MEX Metadata



ADFS describes all its supported endpoints in an XML document according to the "Web
Service Metadata Exchange" protocol. Certain legacy apps and use-cases rely on the MEX
endpoint for its functions.

ADFS by default exposes an URL at https://<FQDN>/adfs/services/trust/mex where MEX
metadata can be accessed. If you are configuring Office 365 and ADFS as a Federated Pair
on Access (as opposed to Delegated 1dP), and need to support use-cases requiring MEX, then
you must provide ADFS MEX URL or metadata file to Access.

NOTE:

« MEX metadata is only for certain use cases between Office 365/Azure AD and
ADFS. If your service provider is not Office 365, MEX Metadata is not required.

e Ifyou configure ADFS as Delegated IdP, then MEX Metadata is not required to
configure Access (Access is not a full proxy between Azure AD and ADFS).

ADFS Active Logon URL

Applications supporting modern authentication (Passive Logon) assumes that user may be
guided through a series of steps and visit more than one authority. Consequently, the
application must support browser-like behaviour during user login process. In fact, such
applications commonly leverage an embedded browser, or a separate browser or authenticator
application to accomplish such complex interactions.

There are, however, still legacy applications that do not support modern authentication.
Typically, these applications acquire users' credential in the application and sends the
credentials as BASIC auth header to the backend. "Active Logon" is a message protocol for
such interactions. Legacy email applications is a primary example of Active Logon, but other
legacy apps, command lines, and background jobs may have similar behaviour.

NOTE: As an administrator, if an application supports both modern authentication and
Active Logon, whenever possible, consider configuring the application with modern
authentication.

ADFS by default exposes an URL for
at_https://<FQDN>/adfs/services/trust/2005/usernamemixed_to support Active Logon. A
valid URL must be provided to Access if you need to support Active Logon.

NOTE: Verify that this endpoint returns HTTP Error 400 (Bad Request) as we have not
provided the correct payload. However, ensure that it does not return HTTP Error 404 (Not
Found).



« c o {services/trust/2005/usernamemixed it @8 P @ O = Q §

B

This page isn't working
If the problem continues, contact the site owner.,

HTTP ERROR 400

Step 2: Configuring Access with ADFS Metadata

To configure a federated pair, follow the description in "Creating Federated Pair in
Access" in Overview.

Microsoft ADFS metadata can be updated in the following ways for various service
providers:

1. Microsoft ADFS SAML with Salesforce, G Suite and other as service
provider.

Enter the following details for ADFS when configuring in Access:

e Signing certificate: Select the signing certificate from the drop-down list.

e ldentity Provider Federation Metadata: Select ""Metadata URL" and provide
the https://<FQDN>/FederationMetadata/2007-06/FederationMetadata.xml URL.
Alternatively, you can also download the metadata file and upload by selecting
“Add Metadata” or "Upload Metadata"




Add Metadata

Salesforce + Microsoft ADFS

Signing Certificate

Identity Provider Federation Metadata

Upload Metadats (@) Add Metadats Mstadata URL

Download the metadata xml using https://<FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml. Open the xml file and enter the following details:
= Enter the Entity ID, Post SSO URL, and Redirect SSO URL — All the

URLSs are the same — entity ID.
= Enter the “Base 64 Encoded Certificate for Signing” — Copy the content

between the <X509Certificate> tag.

Upload Metadata

Salesforce + Microsoft ADFS

Signing Certificate

Identity Provider Federation Metadata

@ Unload Metadata () Add Metadata () Metadata URL

No Metadata selected

. ADFS SAML with Office 365 SAML.
Enter the following details for ADFS when configuring in Access:

e Signing certificate: Select the signing certificate from the drop-down list.

e ldentity Provider Federation Metadata: Select "*"Metadata URL" and provide
the https://<FQDN>/FederationMetadata/2007-06/FederationMetadata.xml URL.
Alternatively, you can also download the metadata file and upload by selecting
"Upload Metadata’ or “Add Metadata”.




e ldentity provider settings with Upload Metadata
= Select the ECP Backend Type from the drop-down: WS-Trust 1.3,
WS_Trust 2005, or SAML 2.0.
Enter the domain name of Office 365 account in Federated Domain.

Microsoft Office 365(SAML) + Microsoft ADFS

Signing Certificate

Identity Provider Federation Metadata

@ Upload Metadata Add Metadata Metzdatz URL

No Metadata selected
Identity Provider Settings

ype | WS-Trust 1.3 v

Active Logon Settings

e ldentity Provider Settings with Add Metadata
Service Provider Metadata

Upload Metadata o Add Metadata Metadata URL

Open the xml file and copy the Entity ID and Assertion Consumer URL which
remain the same.

3. ADFS as WS-Fed with Office 365 WS-Fed service provider.



Enter the following details for ADFS when configuring in Access:

Microsoft Office 365(WS-Federation) + Microsoft ADFS

Signing Cerfificate

dentity Provider Federation Metadata

o Mirtzdats celeaied

® Enable Active Logen URL

Actiue Logon Settings

e Signing certificate: Select the signing certificate from the drop-down list.

e Identity Provider Federation Metadata: Select ""Metadata URL" and provide the
https://<FQDN>/FederationMetadata/2007-06/FederationMetadata.xml URL.
Alternatively, you can also download the metadata file and upload by selecting
"Upload Metadata'. Using metadata URL is preferred, allowing Access to monitor
any changes to the metadata over time (for example, signing certificate expiration).

ldentity Provider Federation Metadata
Use the Help link for instructions on getting your Identity Provider metadata
Upload Metadata Add Metadata o Metadata URL

Metadata URL

https://<FQDN of the ADFS server>/FederationMetadata/2007-06/Federationl

OR

Upload Metadata

Identity Provider Federation Metadata

Use the Help link for Instructions on getting your Identity Provider metadata
o Upload Metadata Add Metadata Metadata URL

No Metadata selected

Drag and drop flle here

OR

Choose File

OR



Add Metadata

Microsoft Office 365(WS-Federation) + Microsoft ADFS

Signing Certificate

Identity Provider Federation Metadata

Upload Metadata (@) Add Metadata () Metadata URL

Open the xml file and enter the Entity ID, Post SSO URL which remains the same as
entity ID. For the “Base64 Encoded Certificate for Signing” , enter the content in the
tag <X509Certificate>.

e Click Done.

MEX Metadata: Office 365 (WS-Fed) with ADFS

If you are federating Office 365 using WS-Federation with Microsoft ADFS, then you
have the option to "Enable MEX Metadata". Enter the MEX metadata URL
https://<FQDN>/adfs/services/trust/mex_and click Validate. It validates and displays the
endpoints present in the metadata.

* Enable MEX Metadata

re Access MEX met

A hd




Enable MEX Metadata

Configure Access MEX metadata

Access publishes a MEX metadata endpoint. This section configures what capabilities are published in that metadata.

@ MEX Metadata URL () Upload MEX Metadata

MEX Metadata URL

https://adfs.mimex1.com/adfs/services/trust/mex

Identity Provider Endpoints

@ WS-Trust 2005 Usernamemixed ( Required by Active Authentication )
@ WS-Trust 1.3 Usernamemixed ( Required by Dynamic 365 )

@ WS-Trust 1.3 Windowstransport ( Required by hybrid Azure AD join )

Alternatively, you can also upload the MEX metadata by selecting "Uploading MEX
Metadata".

* Enable MEX Metadata

Configure Access MEX metadata

"
55 pubDlisnes a MeEA meladala enapoint 5 seclhon conhgures whal capailiies are pubDhshed in nal metadala

MEX Metadata URL Q Upload MEX. Metadata
Ho Metadata selected

Drag and drop file here
OR

Note: Windows Transport feature is only supported in Legacy tenants with Sentry.
For more information, see TBD.

Active Logon URL.: Office 365 (SAML) or Office 365 (WS-Fed) with ADFS
If you are federating Office 365 (SAML) or Office 365 (WS-Fed) with Microsoft ADFS,
then you have the option to "Enable Active Logon

URL" https://[<FQDN>/adfs/services/trust/2005/usernamemixed .




* Enable Active Logon URL

Active Logon Settings

|I.|::Ir FQDMN of the ADFS sarver> nafs s&nos &3 ruat’ | 2 U arn Brmemoed I

Step 3: Configure ADFS using PowerShell script
generated by Mobilelron Access if you are federating with
Office 365

After the federated pair is created, you must configure ADFS with Access metadata. Access
automates this process by providing a PowerShell script that displays in the Federation page.
The administrator can download and run the script on the ADFS machine as an
administrator. From your ADFS Management Console, you should also find the
corresponding "Relying Party".

~ Federated Pairs

How to upload my Accass metadata 1o m P or SE

p— EE g 1a Default N 2020/01/21
[] Office 365 Microsoft Folicy 3:53 PM

Apcess SP Metadata (Upload to IDP]  View | Download | Copy URAL

Access IDP Metadata (Upload to 5P)  View | Download | Copy UAL

Powershell Commands for ADFS

Powershell Commands for Office 365 Dowr d

This file must be downloaded Iocallz to the ADFS machine.

@ @ adfs.mimexl.com
T b This PC » Local Disk (T} » tmp » scripts
Eavorites Marme - Date modified Type 5
B Decktop & MICROSOFT_ADFS_IDP-WSFED-script 22/2020 1203 AM  Windows Power5 7 KB

& Downloads

Hecent places

If you are not using Office 365 to federate, you must upload the proxy metadata for ADFS
listed in the Federation page to the appropriate service provider.

Execute ADFS PowerShell Script
The script requires elevated privilege and must be run as an admin.

Procedure



1. Run Windows PowerShell as Administrator.

£ Run as Administrator
% Rum I5E az Administrator

3 Windows Powershell I5E

EF Windows PowerShell (3)
o Unpin this program from taskbar
El Close all windows

ipt, use the

4. From your ADFS Management Console, you should also find the corresponding "Relying
Party".

:| e ADFS | = | = ==
W File Action View Window Help [ I!"-
e x5 HE

_ADFS fll Relying Party Trusts Actions

4 Service Diisplay Mams Enabled Typi ~ || Relying Party Tr.. < ©
| Endpoints oy - Io W =
| Certificates = M . NHICRO OFFICE 155 SP_044474530171968 i y Add Relying Par. -
| Claim Descnptions SalaaFaea - - Yoz W5! _ Add Mon-Claim..

4[] Trust Relationships MOBILEIRON-MICROSOFT_OFFICE_385 WSFED_SP-5277555813324 \C WS view »
| Claims Provider Trusts MOBILEIRON-MICROSOFT_OFFICE_365 WSFED_SP-351643720636320  Yea S
| Rebying Party Trusts =l I = N Mew Window fr... -




Configuring fallback or rollback procedure for Office 365
and Microsoft ADFS

The fallback or rollback feature lets an administrator revert the federation setup to Microsoft
ADFS if there are any outages.

1. Run the following command in PowerShell to log into Office 365.
PS C:\> Connect-MsolService

2. Enter the Office 365 tenant admin username and password.

3. Set the MSOL ADFS context server to ADFS server.
PS C:\>Set-MsolADFSContext -Computer <FQDN of the ADFS server>.

4. Enter the ADFS server admin username and password.

5. Unfederate the domain.
PS C:\>Set-MsolDomainAuthentication -DomainName <domain name> -
Authentication Managed

6. Convert the domain to a federated domain.
PS C:\> Convert-MsolDomainToFederated —-DomainName <domain name>

7. Verify that “Successfully updated <domain name>" is displayed.
8. Verify Federation.
PS C:\> Get-MsolFederationProperty —-DomainName <domain name>

For Example: PS C:\> Get-MsolFederationProperty —-DomainName abcd.com



